H gh (CSVSS: 10.0)

NVT: M crosoft Wndows Multiple Vulnerabilities (KB5025279)

Sunmmary
This host is mssing an inmportant security update according to M crosoft KB5025279

Vul nerability Detection Result Vulnerable range: Less than 6.1.7601.26465 File checked:
C.\ W ndows\ syst enB2\ Nt oskrnl . exe File version: 6.1.7600.16385

| mpact
Successful exploitation will allow an attacker to elevate privileges, execute arbitrary
commrands, disclose information and conduct DoS attacks.

Sol ution
Sol ution type: VendorFi x
The vendor has rel eased updates. Please see the references for nore infornation.

Af fected Software/ CS
M crosoft Wndows Server 2008 R2 for x64-based Systens Service Pack 1.

Vul nerability Insight Miultiple flaws exist due to: - An Elevation of Privilege Vulnerability
in Wndows Kernel. - An Elevation of Privilege Vulnerability in Wndows Ancillary Function
Driver for WnSock. - A Rempte Code Execution Vulnerability in Mcrosoft Message Queui ng. For
nore infornmation about the vulnerabilities refer to Reference |inks.

Vul nerability Detection Method Checks if a vulnerable version is present on the target host.
Details: Mcrosoft Wndows Miultiple Vulnerabilities (KB5025279) (O D
1.3.6.1.4.1.25623. 1. 0.832037) Version used: 2023-05-18T09: 08: 59Z

Ref erences

CVE- 2023- 21729, CVE- 2023- 28308, CVE- 2023- 28307, CVE- 2023- 28306, CVE- 2023- 28305, CVE- 2023- 28302, CVE-
2023- 28298, CVE- 2023- 28293, CVE- 2023- 28256, CVE- 2023- 28278, CVE- 2023- 28255, CVE- 2023- 28253, CVE-
2023- 28254, CVE- 2023- 28276, CVE- 2023- 28275, CVE- 2023- 28252, CVE- 2023- 28250, CVE- 2023- 28272, CVE-
2023- 28271, CVE- 2023- 28268, CVE- 2023- 28244, CVE- 2023- 28266, CVE- 2023- 28267, CVE- 2023- 28241, CVE-
2023- 28240, CVE- 2023- 28238, CVE- 2023- 28232, CVE- 2023- 28231, CVE- 2023- 28228, CVE- 2023- 28229, CVE-
2023- 28227, CVE- 2023- 28223, CVE- 2023- 28222, CVE- 2023- 28220, CVE- 2023- 28219, CVE- 2023- 28218, CVE-
2023-28217, CVE- 2023- 28216, CVE- 2023- 24931, CVE- 2023- 24912, CVE- 2023- 21769, CVE- 2023- 21727, CVE-
2023- 21554

H gh (CSVSS: 10.0)

NVT: M crosoft W ndows HTTP.sys Renote Code Execution Vul nerability (3042553)

Sunmmary
This host is mssing an inmportant security update according to Mcrosoft Bulletin MS15-034.

Vul nerability Detection Result The target host was found to be vul nerable

| mpact
Successful exploitation will allow  renote attackers to run arbitrary code in the context of
the current user and to performactions in the security context of the current user.

Sol ution
Sol ution type: VendorFi x
The vendor has rel eased updates. Please see the references for nore information.

Affected Software/ OS
'- Mcrosoft Wndows 8 x32/x64

Vul nerability | nsight




Vul nerability Detection Method

Ref erences
CVE- 2015- 1635




